WAC 314-55-083 Security and traceability requirements for canna-
bis licensees. The security requirements for a cannabis licensee are
as follows:

(1) Display of identification badge. All licensees and employees
on the licensed premises shall be required to hold and properly dis-
play an identification badge issued by the licensed employer at all
times while on the licensed premises and engaged in the transportation
of cannabis. The identification badge must 1list the licensee's trade
name and include the person's full and legal name and photograph. All
licensees and employees must have their state issued identification
available to verify the information on their badge is correct.

(a) All nonemployee visitors to the licensed premises, other than
retail store customers, shall be required to hold and properly display
an identification badge issued by the licensee at all times while on
the licensed premises.

(b) A log must be kept and maintained showing the full name of
each visitor entering the licensed premises, badge number issued, the
time of arrival, time of departure, and the purpose of the visit.

(c) All log records must be maintained on the licensed premises
for a period of three years and are subject to inspection by any WSLCB
employee or law enforcement officer, and must be copied and provided
to the WSLCB or law enforcement officer upon request.

(d) Employees, visitors, and other persons at a cannabis licensed
premises, including persons engaged in the transportation of cannabis,
must provide identification to a WSLCB enforcement officer upon re-
quest.

(2) Alarm systems. At a minimum, each licensed premises must have
a security alarm system on all perimeter entry points and perimeter
windows. Motion detectors, pressure switches, duress, panic, and hold-
up alarms may also be used.

(3) Surveillance system. At a minimum, a licensed premises must
have a complete video surveillance system with minimum camera resolu-
tion of 640 x 470 pixels or pixel equivalent for analog. The surveil-
lance system storage device and/or the cameras must be internet proto-
col (IP) compatible. All cameras must be fixed and placement must al-
low for the clear and certain identification of any person and activi-
ties in controlled areas of the licensed premises. All entrances and
exits to an indoor facility must be recorded from both indoor and out-
door, or 1ingress and egress vantage points. All cameras must record
continuously 24 hours per day and at a minimum of 10 frames per sec-
ond. The surveillance system storage device must be secured on the 1li-
censed premises in a lockbox, cabinet, closet, or secured in another
manner to protect from employee tampering or criminal theft. All sur-
veillance recordings must be kept for a minimum of 45 days on the 1li-
censee's recording device. All videos are subject to inspection by any
WSLCB employee or law enforcement officer, and must be copied and pro-
vided to the WSLCB or law enforcement officer upon request. All recor-
ded images must clearly and accurately display the time and date. Time
is to be measured in accordance with the U.S. National Institute
Standards and Technology standards. Controlled areas include:

(a) Any area within an indoor, greenhouse or outdoor room or area
where cannabis 1s grown, or cannabis or cannabis waste is being moved
within, processed, stored, or destroyed. Rooms or areas where cannabis
or cannabis waste is never present are not considered control areas
and do not require camera coverage.

(b) All point-of-sale (POS) areas.
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(c) Twenty feet of the exterior of the perimeter of all required
fencing and gates enclosing an outdoor grow operation. Any gate or
other entry point that is part of the required enclosure for an out-
door growing operation must be lighted in low-light conditions. A mo-
tion detection lighting system may be employed to light the gate area
in low-light conditions.

(d) Any room or area storing a surveillance system storage de-
vice.

(4) Traceability: To prevent diversion and to promote public
safety, cannabis licensees must track cannabis from seed to sale. Li-
censees must provide the required information on a system specified by
the WSLCB. All costs related to the reporting requirements are borne
by the licensee. Cannabis seedlings, clones, plants, lots of useable
cannabis or trim, leaves, and other plant matter, batches of extracts,
cannabis-infused products, samples, and cannabis waste must be tracea-
ble from production through processing, and finally into the retail
environment including being able to identify which lot was used as
base material to create each batch of extracts or infused products.
The following information is required and must be kept completely up-
to-date in a system specified by the WSLCB:

(a) Key notification of "events," such as when a plant enters the
system (moved from the seedling or clone area to the vegetation pro-
duction area at a young age);

(b) When plants are to be partially or fully harvested or de-
stroyed;

(c) When a lot or batch of cannabis, cannabis extract, cannabis
concentrates, cannabis-infused product, or cannabis waste is to be de-
stroyed;

(d) When useable cannabis, cannabis concentrates, or cannabis-in-
fused products are transported;

(e) Any theft of useable cannabis, cannabis seedlings, clones,
plants, trim or other plant material, extract, infused product, seed,
plant tissue or other item containing cannabis;

(f) All cannabis plants eight or more inches in height or width
must be physically tagged and tracked individually;

(g) A complete inventory of all cannabis, seeds, plant tissue,
seedlings, clones, all plants, 1lots of useable cannabis or trim,
leaves, and other plant matter, batches of extract, cannabis concen-
trates, cannabis-infused products, and cannabis waste;

(h) All cannabis, useable cannabis, cannabis-infused products,
cannabis concentrates, seeds, plant tissue, clone lots, and cannabis
waste must be physically tagged with the unique identifier generated
by the traceability system and tracked;

(i) All point-of-sale records;

(J) Cannabis excise tax records;

(k) All samples sent to an independent testing lab, any sample of
unused portion of a sample returned to a licensee, and the quality as-
surance test results;

(1) All vendor samples provided to another licensee for purposes
of education or negotiating a sale;

(m) All samples used for testing for quality by the producer or
processor;

(n) Samples containing useable cannabis provided to retailers;

(0) Samples provided to the WSLCB or their designee for quality
assurance compliance checks; and

(p) Other information specified by the board.
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[Statutory Authority: RCW 69.50.342 and 2022 ¢ 16 § 168. WSR
22-14-111, § 314-55-083, filed 7/6/22, effective 8/6/22. Statutory Au-
thority: RCW 69.50.325, 69.50.342, 69.50.345, and 69.50.369. WSR
18-22-055, § 314-55-083, filed 10/31/18, effective 12/1/18. Statutory
Authority: RCW 69.50.342 and 69.50.345. WSR 16-11-110, § 314-55-083,
filed 5/18/16, effective 6/18/16; WSR 15-11-107, § 314-55-083, filed
5/20/15, effective 6/20/15; WSR 14-07-116, § 314-55-083, filed
3/19/14, effective 4/19/14. Statutory Authority: RCW 69.50.325,
69.50.331, 69.50.342, 69.50.345. WSR 13-21-104, § 314-55-083, filed
10/21/13, effective 11/21/13.]
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